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Abstract 
Financial institutions have invested money looking at Blockchain.  However, there 
are now quite a few different approaches to Blockchain-based distributed ledgers.  
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Which one is likely to be the best, and where will distributed ledgers play most 
strongly?  This article is abstracted from the report (www.quocirca.com/content/will-
real-blockchain-please-stand).  The full report and research findings are available to 
purchase directly from Quocirca (www.quocirca.com). 
  
 
 
Introduction – just what is Blockchain?  
Bitcoin. You, know – that subversive cryptocurrency that allows those with nefarious 
ideas to gain money completely anonymously.  Or, Bitcoin, the cryptocurrency that 
works in a completely open and transparent manner without the need for a 
government or corporate body as an intermediary. 
 
You pays your Bitcoin and get your prize – both of the above are, in some ways, 
right and wrong. 
 
Bitcoin works on top of Blockchain, a ‘distributed ledger’ that tracks every action 
taken on a Bitcoin – every time a bitcoin is moved along a transaction process; 
every move from owner to owner.  In this way, Bitcoin is totally transparent and 
open.  It is also impossible to make a transaction that is not logged.  So how come 
that Ransomeware originators and other cybercriminals insist on being paid in 
Bitcoin, believing that Bitcoin is untraceable? 
 
It is the way that users ‘hold’ their Bitcoins where obfuscation and secrecy comes 
in.  Bitcoins are held in a ‘Wallet’.  A Wallet can be set up on top of Blockchain such 
that the wallet can use rolling anonymous identifiers.  Single Bitcoin transactions 
can be carried out using a single Wallet that can then disappear once the 
transaction has happened.  The underlying Blockchain still records the fact that 
Bitcoins have moved from their point of origin into the Wallet – but if the Wallet is 
not tied into a strong physical ID, then the chain of transparency is broken – 
meaning that Bitcoin can be used in nefarious ways.  The Blockchain is immutable: 
every block has a crypto hash to the previous block: it is, to all intents and 
purposes, impossible to traduce the chain.  So – let’s forget about the Wallet; forget 
Bitcoin itself.  What’s left? The Blockchain distributed ledger.  This is where things 
are getting very interesting. 

 
A key part to how distributed ledgers work is around their openness – they are not 
(generally) ‘owned’ by any one entity.  Rather than operating as a centralised 
system owned by a single entity (such as the way banks have traditionally operated 
in owning accounts and managing all transactions around those accounts), a 
distributed ledger pretty much does what it says on the tin. 
 
Any computer connected to a distributed ledger is called a ‘node’.  Most of these 
nodes operate as ‘lightweight nodes’ which operate essentially as feeds into the 
main backbone system.  For a distributed ledger to work effectively, it needs a 
number of what are deemed ‘full nodes’.  Each of these nodes operates as a peer, 
holding details of the distributed ledger.  Each full node contains a full copy of the 
ledger. 
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This is building up to be a major problem for distributed ledgers.  Each ‘block’ within 
the ledger cannot be more than 1MB in size: therefore, even a small desktop 
computer can hold a lot of transactions.  For example, the whole Blockchain 
distributed ledger, according to blockchain.info, is currently around 115GB in size1 
– a small overall storage load with modern disk drives holding several terabytes of 
data.  However, growth is running at around 3-4GB per month – and this is just for a 
relatively low-use Bitcoin system. 
 
Introduce broad scale use, and the size of the ledger starts to become appreciable 
– these full nodes now need to be run on a commercial basis, rather than on the 
free basis currently operated under. 
 
However, the use of a multi-full nodal system is key to the operation of a distributed 
ledger.  By having multiple full nodes across a distributed ledger platform, should 
one or more of these go down, the distributed ledger continues to operate.  As 
such, even if an organization involved in a distributed ledger goes out of business, 
not only do all the transactions that involve that business stay within the distributed 
ledger, but the whole chain continues and can still expand to include new 
organizations with their own full nodes.  If an entity needs to create a transaction 
and their nearest full node is down – no problem.  The transaction can still be 
created in the distributed ledger and what information is needed to be synchronized 
with the full nodes will be synchronized when the full node comes back up or is 
replaced. 
 
More to the point, as a complete set of pointers around all of the details around all 
transactions is stored on every full node, it is a transparent system.  Anyone with 
the right security profile can see exactly how transactions occurred, who they were 
between, when they took place and so on.  Conversely, if you do not have the right 
security privileges, you get to see nothing.   
 
In other words, as long as privacy services are used correctly, the ultimate 
transparency of a distributed ledger is controlled as each constituent of the chain 
requires.  Such granularity in what details are made visible to the constituents of the 
distributed ledger chain is key to why they will be successful. 
 
Yet, as the distributed ledger is distributed, should anyone with enough security 
privilege try and do anything illegal, corrupt or silly, that will also be logged – making 
a distributed ledger highly secure within itself. 
 
This then brings us back to the concept of a ‘Wallet’: the distributed ledger does not 
contain the physical item itself around which the transactions are taking place.  
However, it is a waste of everyone’s time if the item itself is not immutably linked to 
the transaction details.  For example, if the actual money being moved around can 
be taken out of the system outside of the distributed ledger environment, then the 
nominally immutable distributed ledger details prove little. 
 
What is really needed is a means of matching physical or digital assets with the 
distributed ledger – and this is where serial numbers and object-based information 
storage systems come in.  The technology is now available to ensure that a 
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physical object is immutably linked to a digital asset base and that all transactions 
around that item are logged in a controllable and unchangeable manner. 
 
For all these reasons, distributed ledgers have garnered much interest – such a 
secure, standardized and open system must be the Nirvana for any organization 
dealing with financial, or any process, matters.  Except, as we will see, this hasn’t 
necessarily been the case. 
 
 
The full report can be downloaded direct from Quocirca at: 

 
www.quocirca.com/content/will-real-blockchain-please-stand 
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